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UBND TINH NAM DINH CONG HOA XA HOI CHU NGHIA VIET NAM
SO GIAO DUC VA PAO TAO Doc lap - Tw do - Hanh phuc
QUY CHE

BAO PAM AN TOAN HE THONG THONG TIN MANG NOI BQ
CUA SO GIAO DUC VA PAO TAO TINH NAM PINH
(Kém theo Quyét dinh /OD-SGDPT ngay [ 12025 cua So GDDPT)

CHUONG I
NHUNG QUY PINH CHUNG

Pi¢u 1. Pham vi diéu chinh, ddi twong ap dung:
1. Pham vi diéu chinh:

Quy ché nay quy dinh vé bao dam an toan hé thong thong tin Mang mdy tinh, mang
noi bd, Email cong vu. Ap dung cho hé théng mang caa So va cac don vi thudc So.

2. P6i twong ap dung:

Quy ché nay 4p dung dbi véi cong chirc, vién chirc va nguoi lao dong cong
tac tai cac phong, don vi thudc Sé trong viéc quan 1y, st dung hé théng mang ndi bd
(LAN), mang Internet, Hé thong Email cong vu ctia S6.

Piéu 2. Giai thich tir ngir:

1. Thiét bi cong nghé thong tin: La toan bd cac trang thiét bi c6 lién quan dén
cong ngh¢ thong tin (CNTT) nhu: May tinh (PC, Laptop, Sever), may in, mdy quét,
may chiéu, cac loai 6 ghi dia CD, VCD, DVD, b cung, thé nhd (USB), camera $0,
may anh sb, thiét bi chuyén mach (hub, switch), tuong lira (firewall), modem, hé
théng cap mang.

2. Tai nguyén mang: La toan bo cac phan mém dung chung chay trén mang noi
bd clia S, gdm: Trang thong tin dién tir, cdc phan mém dung chung ctia UBND tinh
va Bo GDDT (néu c6), Email cong vu, cac phan mém duoc cai dat trén hé théng may
tinh, cac phan mém chuyén mén, chuyén nganh...

3. Email: 1a thong diép dit liéu dugc giri dén mot hodc nhiéu dia chi Email
thong qua co s& ha tang thong tin.

4. Nguoi str dung: Cong chire, vién chire va nguoi lao dong S& Gido duc va
bao tao, sur dung cac thiét bj CNTT; duoc cép tai khoan (Account) gém tén nguoi
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stt dung (Username) va mat khau (Password) dé khai thac mang LAN va cac tai
nguyén mang ndi bo cua S¢ thong qua mang LAN, mang Internet.

5. Quan tr1 mang: La cong chirc/vién chiic duge giao nhi¢ém vu quan 1y hé
théng thiét bji CNTT, duy tri sy hoat ddng mang may tinh noi b tai Phong Gido duc
Chinh tri va Cong tac hoc sinh, sinh vién thudc S& Giao duc va Pao tao; hudéng dan
nguoi st dung thiét bi CNTT va khai thac tai nguyén mang phuc vu cong tac.

Diéu 3. Muc tiéu, nguyén tic bio dam an toan thong tin

1. Muc tiéu:

Muc tiéu bao dam an toan thong tin 13 bao vé thong tin, hé thdng thong tin tranh
bi truy cap, str dung, tiét 10, gian doan, stra ddi hoac pha hoai trai phép nham bao dam
tinh nguyén ven, tinh bao mat va tinh kha dung cua hé thong thong tin.

2. Nguyén tic:

a) Hoat dong tmg dung cong nghé thong tin thuc hién cac nguyén tic bao dam
an toan thong tin mang duoc quy dinh tai Diéu 4 Luét an toan thong tin mang nim
2015 va Diéu 41 Nghi dinh s6 64/2007/ND-CP ngay 10/4/2007 cua Chinh phu vé
ung dung cong ngh¢ thong tin trong hoat dong cuia co quan nha nudc.

b) Bao dam an toan thong tin (ATTT) 14 yéu cau bat budc, phai duge thuc
hién thuong xuyén, lién tuc, kip thoi va hiéu qua.

c) Thu thap, tao 1ap, xt 1y, truyén tai, luu trir va st dung thong tin, dir
lidu; Thiét ké, thiét 1ap va van hanh, ning cap, hity bo hé thong thong tin.

d) Viéc xur ly sy c6 an toan thong tin mang phai bao ddm quyén va lgi ich hop
phap cua t6 chure, ca nhan, khong xam pham dén doi song riéng tu, bi mat ca nhan,
bi mat gia dinh cua c4 nhan, thong tin riéng cua to chuec.

3. Tai nguyén thong tin cin dam bio an toan thong tin
3.1. Hé thong ha tang k¥ thuat:
a) Thiét bi luu trit (may cha, may tram, ...).

b) Thiét bi ngoai vi (may in, may quét va cac thiét bi s6 hoa, camera, thiét bi
luu trir dir ligu di dong, ...).

¢) Puong truyén dit liéu, duong két ndi Internet.
d) Mang ndi bd (LAN), thiét bi két ndi mang, thiét bi bao mat va thiét bi phu tro.
d) Thiét bi cong nghé thong tin khac dugc két néi mang trong cac co quan, don vi.

3.2. Hé thong thong tin, phan mém, ung dung va co so dir lidu:
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a) Hé thong thong tin, nén tang sb, co s& dir liéu dung chung (email, quan 1y
van ban va diéu hanh, théng tin ndi bo, quan 1y nhan sy va thi dua khen thudng, quan
Iy tai san, hd so hanh chinh dién tir, dit liéu thong ké tong hop, ...).

b) Phan mém, tng dung cung cip dich vu cong truc tuyén.
¢) Cong trang thong tin dién tir ctia S6.
d) Hé thong thong tin nghiép vu va céc co sd dir liéu chuyén nganh.

d) Phan mém, Gmg dung phuc vu cong tac quan 1y, diéu hanh hoat dong cua
co quan Nha nudc.

3.3. Thong tin, dir li¢u duogc trao doi, truyén tai, xu 1y va luu tri¥ tai hé thé)ng
thong tin cua S6.

Picu 4. Ngudn nhan luc bio dam an toan thong tin

1. Quy dinh dbi véi cong tac tuyén dung:

Can b0 duoc tuyén dung vao vi tri lam vé an toan thong tin can co trinh do,
chuyén nganh vé linh vuc cong nghé thong tin, an toan thong tin, phu hop véi vi tri
tuyén dung.

2. Quy dinh vé viéc thyc hién dam bao an toan thong tin trong qué trinh 1am viéc:

Trach nhiém bao dam an toan thong tin ddi voi ngudi str dung, can bo quan
Iy va van hanh hé thong.

a) Vi nguoi su dung:

- Nguoi str dung c6 trach nhiém dam bao ATTT dbi voi timg vi tri cong viéc.
Trudc khi tham gia vao hé théng phai duoc kiém tra kha ning dap tmg cac yéu cau
vé ATTT.

- Phai duoc thudng xuyén to chitc quan triét cac quy dinh vé ATTT, nham
nang cao nhan thic vé trach nhiém dam bao ATTT.

- Cé nhén, t6 chirc phai co trach nhiém tu quan 1y, bao quan thiét bi ma minh
duogc giao sir dung; khong ty v thay d6i, thao lap thiét bi.

b) Vi can bd quan 1y va van hanh hé thong

- Can bd chuyén trach phai thiét 1ap phuong phap han ché truy cip mang
khong day, giam sat va diéu khién truy cap khong day, t6 chic sir dung chimg thuc
va ma hoa dé bao vé truy cip khong day t6i hé thdng thong tin.

- Cac phong ban, don vi va céac t6 chtrc, ca nhan tham gia st dung cac dich vu
ctia hé thong phai tuan thu cac quy dinh vé bao dam an toan, an ninh thong tin va
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chiu trach nhiém ddi véi moi hoat dong trén tai khodn truy cdp cuia minh da duoc
cap trén hé thong.

3. Quy dinh dbi voi cong chirc, vién chic va ngudi lao dong nghi ché d6 hodc
thay d6i cong viéc:

a) Khi cong chtrc, vién chirc va ngudi lao dong chdm dut hodc thay dbi cong
viée, cac tai khoan truy cap hé théng, thong tin luu trit trén phuong tién luu trix
(Email cong vu) s& dugc dong va cac thiét bi, may moc, tai san c6 lién quan dugc
phan cho can bo khac tiép quan.

b) Can bd quan tri phai vo hi¢u hod tat ca cac quyén ra, vao, truy cap tai khoan,
quan tri h¢ thong sau khi can b théi viéc.
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CHUONG 11
PAM BAO AN TOAN THONG TIN TRONG THIET KE,
XAY DUNG HE THONG THONG TIN

Diéu 5. Thiét ké, xy dwng hé thong thong tin cin bao dam cac yéu cau:

1. Xay dung tai liéu mé ta quy md, pham vi va dbi tuong sir dung, khai thac,
quan 1y van hanh hé théng thong tin va thuyét minh trong hd so dé xuét cip do cua
hé thong.

2. Xay dyung tai liéu mo ta thiét ké va cac thanh phan cua hé théng thong tin
thuyét minh trong hd so dé xuat cp do cua hé thong.

3. B0 phan chuyén trach xay dung tai liéu mo td phuong an bado dam an toan
thong tin theo cap do cia hé théng thong tin thuyét minh trong hd so dé xuét cap do
ctia hé thong.

4. B0 phéan chuyén trach xay dung tai liéu mo ta phuong an lya chon giai phap
cong nghé bao dam an toan thong tin cua hé thong thong tin thuyét minh trong hd
so dé xuat cAp do ctia hé thong.

5. Bo phan chuyén trach khi c6 thay doi thiét ké, danh gia lai tinh phu hop cia
phuong an thiét ké d6i véi cac yéu cau an toan dit ra doi v6i hé théng, bao céo Lanh
dao quyét dinh trudc khi thyce hién thay doi.

6. Cac yéu cau vé mat k¥ thuat dé bao dam viéc thiét ké, xay dung va thiét lap
hé thng thong tin bao ddm an toan. Cac yéu cau k¥ thuat duoc chia thanh cac nhom
yéu cau: bao dam an toan mang; bao dam an toan mdy chii; bao dam an toan ung
dung; bao dam an toan dir li¢u.

Picu 6. P6i voi phat trién phan mém thué khoan can dap vng:

1. C6 diéu khoan hop ddng, bién ban va cac cam két dbi v6i bén thué khoan
khi thuc hién cac ndi dung lién quan dén viée phat trién phﬁn mém thué khoan.

2. Bo phan chuyén trach co trach nhiém quan 1y va luu trir ma ngudn an toan.

3. Cac nha phat trién cung cAp ma ngudn phan mém.

a) Cac nha phat trién cung cip ma ngudn phan mém cho bd phan chuyén trach.

b) Phan mém thué khoan phai dugc kiém thtr phan mém trén mai truong thi
nghiém trude khi dua vao st dung.

c) Phan mém thué khoan phai dugc kiém tra, danh gia an toan thong tin, trudc
khi dua vao str dung.
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Piéu 7. Thir nghiém va nghiém thu hé théng
1. Thue hién kiém thir hé théng trude khi dua vao van hanh, khai thac st dung;
2. Co6 ndi dung, ké hoach, quy trinh thtr nghiém va nghiém thu hé théng;
3. C6 bd phan co6 trach nhiém thuc hién thtr nghiém va nghiém thu hé théng;

4. Co don vi doc lap (bén thir ba) hodc bd phan doc l1ap thudce don vi thuc hién
tu van va giam sat qua trinh thir nghiém va nghiém thu hé théng;

5. C6 bao cao nghiém thu dugc xac nhan cua by phan chuyén trach va phé
duyét cta chii quan hé thong thong tin trude khi dua vao st dung.
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CHUONG IlI
PAM BAO AN TOAN THONG TIN TRONG QUAN LY,
VAN HANH HE THONG THONG TIN

Pi¢u 8. H¢ thong Email cong vu ciia S¢

1. Hé théng Email cong vu ctia SO 13 hé thong thong tin dung chung cung céap
dich vu Email phuc vu cong vu cho cac don vi, ca nhan thude Sé.

2. Hé thong Email cong vu ciia tinh Nam Binh ¢6 tén mién 1a
@namdinh.gov.vn va dia chi truy cap trén Internet 1a https: //mail.namdinh.gov.vn.

Piéu 9. Quan Iy an toan mang

1. Quan ly, van hanh hoat dong binh thuong cua hé¢ théng:

a) Viéc bat, tat may tinh, may in,... phai thuc theo huéng dan sir dung thiét bi,
han ché t6i da viéc tat dot ngot thiét bi.

b) Cau hinh mang, vi tri thiét bi, quy dinh dia chi IP, tén mdy tram, may chu,
nhém 1am viéc (Workgroup), ving 1am viéc (Domain) dugc quy dinh va thong nhat
tai don vi minh quan 1y do can bd quan tri mang thiét lap.

c) Cac thong tin khi di chuyén tir 6 dia ngoai, USB, dia CD, VCD, DVD va
cac thu dién tir trudce khi tai vé phai kiém tra, quét virus.

d) Khong truy cip cac trang web khong biét rd ngudn gdc. Nghiém cAm moi
hanh vi cai dat hodc phat tan virus vao hé théng may tinh.

d) Hoat dong cua hé thong phai dugc giam sat thuong xuyén, lién tuc, bao
dam tinh kha dung ctia hé thong.

e) Toan bd cau hinh hé thdng phai duoc sao luu, du phong trén thiét bi hoic
hé thong Iuu trix doc 1ap, dinh ky 01 thang/lan.

g) Khi thuc hién nang cip, thay d6i cau hinh hé théng phai thuc hién ngoai
gio lam viéc.

h) Phai kiém tra hoat dong tong thé cua hé thong sau khi thay doi cau hinh
hodc nang cép hé thong.

2. Cap nhat, sao luu du phong va khoi phuc hé thdng sau khi xay ra su c6:

a) Pinh ky hang thang hoic khi co thay ddi, bo phan chuyén trach thuc hién
sao luu, du phong h¢ théng trén hé théng doc 1ap nhu USB, DVD hoac SAN.

b) Cac dir liéu can sao luu, du phong: tip tin cdu hinh hé thdng, anh hé diéu
hanh may chu, co sé dir 1i€u; dir li¢u, thong tin nghi€p vu.

3. Truy cp va quan Iy cdu hinh hé théng.
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a) Cau hinh hé thong tir xa phai sir dung cac giao thirc bao mat c6 mi hoa
thong tin nhu SSL, TSL, SSH, VPN.
b) Khi c4u hinh hé théng tir bén ngoai phai thong qua két ndi VPN.

¢) Toan bd cu hinh hé thdng phai dugc luu trén thiét bi hodc hé théng luu trix
doc lap.

d) Can bd quan ly, nhan vién van hanh truy cap, khai thac thong tin theo trach
nhiém va phan quyén dugc quy dinh; viéc khai thac thong tin phai bao dam nguyén
tac bao mat, khong duoc tu v cung cap thong tin ra bén ngoai.

d) Hé théng mang phai duoc thiét 1ap cau hinh dé: Kiém soét truy cap tir bén
ngoai mang; Kiém soat truy cap tir bén trong mang; Két n6i vé hé théng giam sat tap
trung; Phong chéng xam nhap giita cac ving mang; Phong chong phan mém doc hai
trén mo1 trrong mang.

e) Viéc cai dat, két ndi va g bo thiét bi mang trong hé thong phai duoc cho
phép boi ngudi c6 tham quyén va thuc hién theo quy trinh dugc phé duyét.

4. Céc thiét bi trong hé théng can duoc cau hinh tdi wu, tang cuong bao mat,
uu tién st dung thiét bi chuyén dung trudce khi dua vao van hanh, khai thac.

Picu 10. Quén ly an toan may chii va ing dung
1. Quan 1y, van hanh hoat dong binh thudng ctia hé thong may chu va dich vu:

a) Bao dam cho hé diéu hanh, phan mém cai dat trén may chu hoat dong lién
tuc, on dinh va an toan.

b) Thuong xuyén kiém tra cu hinh, céc file nhat ky hoat dong ctia hé diéu
hanh, phan mém nham kip thoi phat hién va xir 1y nhiing su ¢d néu co.

¢) Quan 1y cac thay d6i cau hinh k¥ thuat ciia hé diéu hanh, phan mém.

d) Thuong xuyén cp nhat cac ban vé 181 hé diéu hanh, phan mém tir nha cung cép.

d) Loai bo cac thanh phan cta hé diéu hanh, phan mém khong can thiét hoac
khong con nhu cau st dung.

e) Phan mém ban quyén can duoc theo ddi quan 1y thoi gian sir dung dam bao
cho viéc gia han ding thot gian.

2. Truy cap mang cuia may chu:

Bao dam cac két ndi mang trén may chu hoat dong lién tuc, 6n dinh va an
toan. Cau hinh, kiém soat cac két ndi, cac céng dich vu tir bén trong di ra cling nhung
bén ngoai vao hé thong.
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3. Truy cdp va quan tri may chu va tng dung:

a) Thay ddi cac tai khoan, mat khadu mic dinh ngay khi dua hé diéu hanh, phén
mém vao sir dung.

b) Cép quyén quéan Iy truy cap cta nguoi sir dung trén may chu cai dt hé diéu hanh.

c) Toan b may chi va thiét bi cong nghé thong tin khong phai may tinh ngoai
trir cac hé thdng bét budc phai cé giao tiép véi Internet (cac hé thdng phuc vu truy cap
Internet; cung cép giao dién ra Internet cua trang tin dién tr; phuc vu cap nhat ban va
hé diéu hanh, miu ma doc, mau diém yéu, mau tdn cong) khong dugc két ndi Internet.

d) Sir dung co ché xac thyc da nhan t6 khi truy cdp vao cac may chu trong hé
thong, cac tai khoan quan tri ctia tng dung; c6 co ché yéu cau ngudi st dung thay
d6i thong tin xac thuc dinh ky.

d) Kiém tra tinh toan ven cta cac tép tin hé thong va tinh toan ven cua céac
quyén d3 duogc cap trén cac tai khoan hé théng.

e) Str dung co ché mi hoa théng tin x4c thuc cia nguoi str dung/bén sir dung
trudce khi giri dén tng dung qua mdi truong mang.

g) Xac thuc thong tin, ngudn giri khi trao doi théng tin trong qua trinh quan
tr1 ing dung (khong phai 1a thong tin, dit liéu cong khai) qua mdi truong mang.

4. Cap nhat, sao luu dy phong va khoi phuc sau khi xay ra su co:

a) Trién khai hé thong/phuong tién luu trit doc 1ap véi hé thong luu trit trén
cac may chi dich vu dé sao luu du phong.

b) Phan loai va quan ly thong tin, dit liéu dugc luu trit theo ting loai/nhém
thong tin dugc gan nhan khac nhau thyc hién sao luu, du phong céac thong tin, dit
liéu co ban sau: tip tin ciu hinh hé thong, anh hé diéu hanh may chu, co sé dit lidu;
dir liéu, thong tin nghiép vu.

5. Cai dat, gd bo hé diéu hanh, dich vu, phan mém trén hé théng mdy chu va
ung dung.

6. Két ndi va gd bo hé théng may chi va dich vu khoi hé thong.

7. Céu hinh tdi wu va ting cudng bao mat (cting hoa) cho hé thong may chu
trude khi dua vao van hanh, khai thac.

Piéu 11. Quan Iy an toan dir liéu

1. Yéu ciu an toan d6i voi phuwong phap ma hoa:

a) Bon vi phai ap dung quy dinh sir dung cac phuong thirc ma hoéa thich hop
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theo cac chuin qudc gia hodc quéc té di dugc cong nhan dé bao vé thong tin.

b) Phai c6 bién phap quan Iy khoa ma hoa thich hop dé hd tro viéc st dung
cac k¥ thuat ma hoéa.

2. Phan loai, quan 1y va st dung khoa bi mat va dir li€éu ma hoa.
3. Co ché ma hoa va kiém tra tinh nguyén ven cua dit liéu.
4. Trao dbi dir liéu qua moi trudng mang va phuong tién luu trit.

5. Sao luu dy phong va khéi phuc di liéu (tan suét sao luu du phong, phuong
tién luu trtr, thoi gian luu trit; noi luu trir, phuwong thire Iuu trir va phuong thirc léy
dir liéu ra khoi phuong tién luu trit).

6. Cap nhat déng bo thong tin, dir li¢u gitra h¢ théng sao luu du phong chinh
va hé théng phu.

7. Pinh ky hodc khi c¢6 thay d6i cdu hinh trén hé thdng thuc hién quy trinh sao
lwu du phong: tap tin cdu hinh hé théng, ban dy phong hé diéu hanh may chu, co s
dir li¢u; dir li¢u, thong tin nghi¢p vu va cac thong tin, dir liu quan trong khac trén
hé thong (néu co).

Piéu 12. Quan Iy an toan thiét bi dau cudi

Quy dinh vé quan 1y an toan thiét bi dau cudi bao gdbm céac ndi dung:
1. Quan Iy, van hanh hoat dong binh thudng cho thiét bi dau cudi;

2. Két ndi, truy cap va st dung thiét bi dau cubi tir xa;

3. Cai dat, két n6i va g& bo thiét bi dau cudi trong hé thong;

4. Cau hinh téi wu va ting cudng bao mat (cting hoa) cho may tinh ngudi sir
dung va thuc hién quy trinh trude khi dwa hé théng vao st dung;

5. Kiém tra, danh gia, xir Iy diém yéu an toan thong tin cho thiét bi dau cubi
trude khi dua vao stir dung.

Piéu 13. Quén ly phong chdng phan mém doc hai

1. T4t ca cac mdy tram, may chi phai duoc trang bi phan mém phong chéng ma
doc dap tmg yéu cau tai Chi thi sb 14/CT-TTg ngay 25/5/2018 cta Thi tudng Chinh phu.

2. Khi phat hién ra bat ky d4u hién nao lién quan dén viéc bi nhiém ma doc trén
may tram (vi du: may hoat dong cham bat thuong, canh béo tir phan mém phong chong
mi doc, mat dix lidu, .. .), nguoi str dung phai bao truc tiép cho b phan c6 trach nhiém
ctia don vi dé xur 1y.
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3. Phan mém ung dung trudce khi dugc cai dat, sir dung phai dugc kiém tra xem
co phﬁn mém doc hai ton tai hay khong? Tat ca cac tap tin, thu muc phai duoc quét ma
ddc trudce khi sao chép, sur dung.

4. Pinh ky hang nam thyc hién kiém tra va do quét phan mém doc hai trén toan
bo hé théng; thuc hién kiém tra va xtr Iy phﬁn mém doc hai khi phat hi¢n déu hiéu hoac
canh bao vé diu hiéu phﬁn mém doc hai xuét hién trén hé théng.

Diéu 14. Quan Iy diém yéu an toan thong tin

1. Thuong xuyén phé bién, quan triét va cap nhat nhiing quy dinh vé an toan
thong tin va huéng dan cong chirc, vién chic, ngudi lao dong thuc hién dung hudng
dan vé an toan, an ninh thong tin nham nang cao nhan thic va trach nhiém vé an toan
thong tin.

2. Han ché viéc str dung chtic nang chia sé tai nguyén, khi str dung chtic ning
nay can bat thudc tinh bao mat béng mat khau va thu hoi chirc nang nay khi da su
dung xong. DPdi véi cac don vi co mang may tinh thuoc mang cuc by (LAN) thi tuy¢t
d6i khong dugc ty y két ndi thém cac may tinh, thiét bi ngoai vi (may tinh xach tay,
thiét bi luu trir di dong, bd phat song wifi...) vao hé théng mang ctia co quan don vi
khi chua dam bao diéu kién an ninh. Khong duoc str dung cac loai thiét bi luu trix
ngoai dé sao chép, luu trir cac tai liu quan trong, dac biét 1a cac thiét bi la, chua
dugc kiém soat.

3. Cac may tinh c4 nhan khi khong st dung trong thoi gian dai (qua 4 gio lam
viéc) can tat may dé tranh bi cac tin tac loi dung tan cong vao hé théng thong tin cua
may tinh. Mdy tinh ca nhan phai dugc cai dat phan mém diét virus c¢6 ban quyén.

4. Khai théc tai nguyén Internet c6 chon loc, khong vao céac trang web la, khong
bam vao cac dudng lién két, biéu twrong quang cao khong rd ndi dung va khong cai dit
phan mém khong r6 ngudn goc.

5. Phai ddt mat khau cho may tinh (mat khau ding nhap, mat khau bao vé man
hinh), Sir dung céc thiét bi luu trir thong tin (USB, Thé nhé...) dam bao an toan, ding
cach dé phong ngira vi rit, phan mém gian diép xam nhap may tinh pha hoai, danh cip
thong tin.

6. Quan 1y thong tin diém yéu an toan thong tin ddi voi timg thanh phan co
trong h¢ théng (h¢ diéu hanh, may chu, ung dung, dich vu...); phan loai mtc do
nguy hiém cua diém yéu; xay dung phuong an va quy trinh xu 1y ddi véi timng mirc
d6 nguy hiém cta diém yéu.

7. Bao cdo Lanh dao/Can bd quan 1y ngay khi phat hién diém yéu an toan
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thong tin & mirc d6 nghiém trong. Thuc hién canh bao va xu 1y diém yéu an toan
thong tin theo chi dao. Viéc xir Iy diém yéu an toan thong tin phai bao dam khong
lam anh hudng/gian doan hoat dong cua hé thong.

8. C6 trach nhiém phdi hop véi cac nhom chuyén gia, bén cung cap dich vu
hd tro trong viée xur 1y, khic phuc diém yéu an toan thong tin ddi véi cac diém yéu
khi can thiét.

9. Kiém tra, danh gia va xt Iy diém yéu an toan thong tin cho thiét bi hé thng,
may chu, dich vu trude khi dua vao sir dung.

10. Binh ky 1 ndm kiém tra, danh gia diém yéu an toan thong tin cho toan bo
hé thong thong tin; Thuc hién quy trinh kiém tra, danh gia, xir Iy diém yéu an toan
thong tin khi ¢d théng tin hodc nhan dugc canh bao vé diém yéu an toan thong tin
d6i v6i thanh phan cu thé trong hé thong.

Pi¢u 15. Quan ly giam sat an toan hé thong thong tin

1. Trién khai hé théng giam sat trung tdm phai dap ung yéu cau tai khoan 1,
Piéu 5 Thong tu s6 31/2017/TT-BTTTT ngay 15/11/2017 ctua B Thong tin va
truyén thong quy dinh hoat dong giam sat an toan hé théng thong tin.

2. Thong tin giam sat va danh muc cac doi tuong giam sat phai dap tng yéu cau tai
khoan 2, Piéu 5 Thong tu s6 31/2017/TT-BTTTT ngay 15/11/2017 ciia Bo Thong tin va
truyén thong quy dinh hoat dong gidm sét an toan hé thong thong tin

3. Két ndi va giri nhat ky hé thong tir d6i twong giam sat vé hé théng giam sat.

4. Thuc thi nhiém vu giam sat theo quy dinh tai khoan 3, Piéu 5 Thong tu sO
31/2017/TT-BTTTT.

Picu 16. Quan Iy sw ¢d an toan thong tin

1. Phan nhém sy cb an toan thong tin mang theo quy dinh tai Quyét dinh sb
05/2017/QD-TTg ctia Thi tuéng Chinh phii ngay 16/3/2017 quy dinh vé hé théng phuong
an tmg ctru khan cap bao dam an toan thong tin mang qudc gia (Quyét dinh 05).

2. Quyét dinh toan dién vé mit k¥ thuat d6i vdi cac co quan trong qué trinh
khic phuc sy cd vé ATTT; HJ tro, phdi hop va hudng dan cac co quan khic phuc
su c¢6 mat ATTT; Yéu cau ngung hoat dong mdt phﬁn hodc toan bd cac hé théng
thong tin cta cac co quan nham phuc vu cong tac khac phuc sy cd vé ATTT; Phéi
hop véi don vi chitc nang trong diéu tra cic nguyén nhan gay ra sy c6 mat an toan
thong tin theo chi dao cua Lanh dao.

3. Phong Giao duc Chinh tri va Cong tac hoc sinh sinh vién phéi hop véi co
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quan chtre ning, cac nhém chuyén gia, bén cung cap dich vu hd tro trong viée xu 1y,
khac phuc su ¢ an toan thong tin; Yéu cau bén cung cap, hd trg cung cp quy trinh
xtr 1y su ¢b cho céac dich vu do bén cung cip, hd tro cung cap lién quan dén hé thong.

Pi¢u 17. Quan Iy an toan ngudi sir dung diu cudi

1. Két nbi may tinh/thiét bi dau cudi ctia ngudi sir dung vao hé théng

a) Nguoi st dung khi truy cap, st dung tai nguyén ndi bo, truy cap mang va
tai nguyén trén Internet phai tuan thii cac quy dinh ctia phap luat vé bao dam an toan
thong tin va cac quy dinh cta co quan, to chirc.

b) Khi cai dat, két ndi may tinh/thiét bi dau cudi phai thuc hién theo hudng
dan/quy trinh dudi su giam sat cta bd phan chuyén trach vé an toan thong tin.

¢) May tinh/thiét bi dau cudi phai dugc xir Iy diém yéu an toan thong tin, cau
hinh ciing héa bao mat trude khi két ndi vao hé thong.

2. Trong qua trinh st dung

a) Nghiém tac chp hanh cac quy ché, quy trinh ndi bo va cac quy dinh khac
ctia phap luat vé an toan thong tin mang. Chiu trach nhiém bao dam an toan théng
tin mang trong pham vi trach nhiém va quyén han duoc giao.

b) Co trach nhiém tu quan 1y, bao quan thiét bi, tai khoan, ung dung ma minh
duogc giao su dung.

¢) Khi phat hién nguy co hoic sy ¢cb mat an toan thong tin mang phai bao cao
ngay véi cap trén va bd phan phuy trach cong nghé théng tin cua co quan, don vi dé
kip thoi ngén chdn va xur 1y.

d) Tham gia cac chuong trinh dao tao, hoi nghi vé an toan thong tin mang
dugc tinh hodc don vi chuyén mén t6 chuc.

Piéu 18. Cac hanh vi nghiém cAm khi sir dung mang ndi bo, Email cong vu:

1. Nghiém cam cam cac thiét bi la, truyén mang wifi ca nhén.

2. Ngin chan viéc truyén tai thong tin trén mang, can thiép, truy nhap, giy nguy
hai, x0a, thay doi, sao chép va 1am sai 1éch thong tin trén mang trai phap lut.

3. Gay anh hudng, can trd trai phap luat té1 hoat dong binh thuong cua hé
thong thong tin hodc téi kha nang truy nhap hé théng thong tin ciia ngudi sir dung.

4. Tan cong, vo hiéu hoa trai phap luat lam mét tac dung ctia bién phap bao
vé an toan thong tin mang ciia hé thong thong tin; tan cong, chiém quyén diéu khién,
pha hoai hé thdng thong tin.

5. Khong stir dung Email cong vu vao viéc riéng.
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Pi¢u 19. Kiém tra, danh gia va quan Iy rii ro an toan thong tin
1. N6i dung kiém tra, danh gid va quan 1y rui ro an toan thong tin

a) Kiém tra viéc tuan thu quy dinh ctia phéap luat vé bao dam an toan hé thong
thong tin theo cap do.

b) Panh gia hiéu qua cta bién phap bao dam an toan hé théng thong tin.

¢) Panh gia phat hién ma doc, 16 hong, diém yéu, thir nghiém xam nhép hé thong.

d) Kiém tra, danh gia khac do chu quan hé thong thong tin quy dinh.

2. Hinh thirc kiém tra, danh gia va quan 1y rai ro an toan thong tin

a) Dinh ky theo quy dinh cta phap lut va ké hoach cta chu quan hé théng
thong tin.

b) Kiém tra, danh gia dot xuét theo yéu cau ctia cip c6 thim quyeén.

Picu 20. Phwong an Két thiic vin hanh, khai thac, thanh ly, hily bé hé
thong thong tin

1. Thiét bi CNTT c6 chira dit liéu (mdy tinh, thiét bi luu trit, ...) khi bi hong
phai dugc can bo van hanh kiém tra, stra chita, khic phuc. Phai c6 bién phap kiém
tra, giam sat dam bao khong dé lot 16 thong tin hay l1ay nhidém ma doc ddi voi may
tinh mang ra bén ngoai stra chira, bao hanh.

2. Trude khi tién hanh thanh Iy/loai bo thiét bi cong nghé thong tin cii, phai
ap dung cac bién phap k¥ thuat xoa bé hoan toan dir liéu ngudi dung da tao ra, dam
bao khong thé phuc hoi.

3. Cac phuong tién va thiét bi CNTT: M4y tinh ca nhan (PC), mdy tinh x4ch

tay, may chu, cac thiét bi mang, phuong tién luu trit nhu CD/DVD, thé nhdg, b cung
phai x6a sach dit liéu khi chuyén giao hodc thay d6i muc dich st dung.
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CHUONG |V
TO CHUC THUC HIEN

Piéu 21. Pon vi chuyén trach vé an toan thong tin

1. Giao Phong Gido duc Chinh tri va Cong tac hoc sinh, sinh vién chiu trach
nhiém chuyén trach vé an toan thong tin, ¢ trach nhiém bao dam an toan thong tin
cho hé thng thong tin toan S&. Giao Van phong Sé chiu trach nhiém quén 1y trang
thiét bj Cong nghé thong tin tai So.

2. Phong Gi4o duc Chinh tri va Cong tac hoc sinh, sinh vién 1a ¢au mdi lién
hé, phdi hop véi cac co quan, t6 chic o tham quyén quan 1y vé an toan thong tin xtr
Iy khi xay ra su cd.

a) S& Thong tin va Truyén thong tinh Nam Pinh

- Nguoi lién hé/bo phan: Trung tdm Chuyén doi s6 va Truyén thong

+ S dién thoai: 0228. 363 1116

+ Email: trungtamcntttt.nd@gmail.com

b) Cuc An toan thong tin/Trung tim Ung ctru khan cap khong gian mang Viét
Nam (VNCERT/CC)

- Nguoi lién hé/bo phan: Phong Ung ctru sy ¢b

- S6 dién thoai: 0869 100 317

- Email: ir@vncert.vn

- B4o c4o sy cd qua nén tang diéu phoi, xtr 1y sy ¢d an toan thong tin mang
quéc gia: https:/irlab.vn

- B4o c4o su c6 qua website cia VNCERT/CC: https://vncert.vn

3. Huéng dan trién khai quy ché nay va cac quy dinh vé an toan thong tin co
lién quan.

4. Tham muu thuc hién ché d6 bao cao dinh ky theo quy dinh cta phap luat,
bao cao dot xuat theo yéu cau cua cap trén.

Piéu 22. T6 chirc trién khai quy ché

Céc don vi thude S& ¢6 trach nhiém trién khai thuc hién va giao Phong Giao
duc Chinh tri va Cong tac hoc sinh, sinh vién cé trach nhiém huéng dan, kiém tra,
don ddc cac don vi thudc S¢ tham gia str dung mang may tinh thyc hién dung theo
Quy ché nay. Trong qua trinh thyc hién, néu c¢6 vudng mic, cic don vi thude SO can
phan anh kip thoi vé Vian phong So va Phong Gido duc Chinh tri va Cong tac hoc
sinh, sinh vién xem xét trudc khi trinh Lanh dao S& cho phép bo sung, stra d6i Quy
ché cho phu hop voi tinh hinh thuc té.
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Piéu 23. Ra soat, cip nhit, b sung quy ché

1. Binh ky hang nam hodc khi c6 thay dbi chinh sach an toan théng tin Phong
G140 duc Chinh tri va Cong tac hoc sinh, sinh vién kiém tra lai tinh phu hop va thuc
hién ra soat, cap nhat, b6 sung Quy ché bao dam an toan thong tin.

2. C6 ho so luu lai thong tin phan hdi cta dbi twong ap dung chinh sach trong
qué trinh trién khai, 4p dung chinh sach an toan thong tin./.



		2025-02-14T10:34:43+0700


		2025-02-14T10:34:40+0700




